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Computing — Year 11, GCSE Computer Science

SUMMER

AUTUMN SPRING
Half Term 1 Half Term 2 Half Term 3 Half Term 4 Half Term 5
Networks Network Security Searching & Sorting System Software Ethical, legal issues
& Advanced Coding | & Advanced Coding Algorithms & Mini-Projects & Mini-Projects
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pupils will know:
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By the end of this term,
pupils will know:

Theory

e How networks work,
including LANs and
WANSs, performance
issues & topologies
plus topologies and
the Internet

o Key hardware such
as servers, switches,
routers and WAPs

Programming

e How to use basic file
handling operations,
such as open, read,
write and close

e How to use records
to store data and
use 2D arrays to
emulate records &
fields in a table

Theory

e \What kind of
threats are posed to
computer systems,
such as malware

e \What kind of
methods of
prevention are used,
such as firewalls

Programming

e How touse SQL to
search for data,
using basic
commands SELECT
FROM WHERE

e How to apply
advanced
techniques with
confidence after
repeated practice

Theory

e Understand the
main steps of classic
algorithms:

e Binary and linear
search

e Bubble, merge and
insertion sort

e How to apply each
algorithm to a data
set, including any
pre-requisites

e Be able to identify
the algorithm from
pseudocode

Programming

e Continue consolidating
pseudocode skills,
so can interpret and
implement algorithms

Theory

e The purpose and
functionality of
operating systemes,
such as handling
memory
management and
‘WIMP’ user
interface

e The purpose and
functionality of
utility software,
such as for data
compression

Programming

e Continue consolidating
coding skills, so can
write and test code
using structured
problem solving

Theory

e Understand the
impacts of digital
technology on
society

e How to discuss
range of issues,
including ethical,
legal and
environmental
issues

e Understand the
features of open
source and
proprietary software

Programming

e How to review and
explain all
techniques using
appropriate terms
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Key Tier 3 disciplinary
vocabulary

e Theory: LAN, WAN,
client-server, peer-to-
peer, topology, star,
mesh, hosting,
transmission, cloud,
domain name server,
protocols, encryption

e Prog: Array,
database, record,
field

e Theory: Malware,
social engineering,
phishing, brute force,
denial of service,
data interception,
SQL injection; anti-
malware, firewall,
encryption, user
access levels

e Prog: Database,
Structured query
language (SQL),
select, from, where,

e Theory: Binary
search, linear
search; bubble sort,
merge sort,
insertion sort

® Prog: See previous

terms

e Theory: User
interface, file
management,
memory
management,
peripheral
management;
encryption,
defragmentation,
data compression

® Prog: See previous
terms

e Theory: Ethical, legal,
cultural, privacy,
environmental,
legislation, open
source, proprietary

® Prog: See previous
terms




